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Engineering Trustworthy Systems: Get Cybersecurity Design Right the First Time

DESIGN SECURE SYSTEMS ON TIME & ON
BUDGET WITH THIS STEP-BY-STEP GUIDE

Informed by decades of practical cybersecurity engineering
experience, Engineering Trustworthy Systems reveals a
comprehensive set of cybersecurity design principles and how

to apply them to design, build, and operate robust, cost-effective
cybersecurity systems against even the most sophisticated attacks.

This professional guide lays out a concise set of best practices
and theories that can be applied to real security design problems.
Developed for self-study and classroom use, this book explains
complex cybersecurity concepts in easy-to understand constructs.

READERS WILL EXPLORE:

How to think strategically
from both the attackers’ and
defenders’ perspectives

Detailed, real-world examples
that span the entire spectrum
of modern cyberattacks

Deployment of effective
cybersecurity measures to
broadly and deeply address
the entire attack space

How to identify the highest
priority risks using advanced
assessment techniques

Never-before-published
design principles
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o\ ABOUT THE AUTHOR: O. SAMI SAYDJARI
‘ O. Sami Saydjari has been a visionary and thought-leader in cybersecurity for thirty-five years
“ff, working for elite organizations such as the Defense Advanced Research Projects Agency (DARPA).
1 He has published more than a dozen landmark papers in the field, consulted to national

leadership on cybersecurity policy, and helps inform the public through interviews with major
media organizations such as CNN, PBS, ABC, the Financial Times, the Wall Street Journal, and
Time magazine. Mr. Saydjari currently heads a private strategic cybersecurity consulting firm
called the Cyber Defense Agency Inc., and leads a nonprofit cybersecurity policy institution

called Professionals for Cyber Defense.




Advance Praise for

“The ‘bible’ for cybersecurity, which needs to be
consulted as we struggle to solve this enormous threat
to our national security.”

— John M. Poindexter, PhD, VADM, USN(ret),
Former National Security Advisor

“[A] definitive text [that] delivers insightful philosophy,
deep understanding, practical guidance, and detailed
instruction for building future systems that mitigate
cybersecurity threats.”

— Marv Langston, Former Navy CIO

“A technical tour-de-force! This is the book | have
wanted for over a decade.”

— Eugene Spafford, Professor of Computer Science
and leader of the CERIAS Project, Purdue University

“One of the great experts in our field [...] has produced
one of the finest [...] works in our field.”

— Dr. Edward G. Amoroso, CEO of TAG
Cyber, and former CSO, AT&T.

“Distills the lessons of a lifetime. [...] Both comprehensive
and easy to read [and] notable for its emphasis on
looking at a system as a whole, not just an aggregation
of components, and for helping readers understand
how to value information and [...] deal with risk.”

— Carl Landwehr, IEEE Fellow and member
of the National Cybersecurity Hall of Fame

“An authoritative, timeless, and practical guide, [this
book] underscores that our opponents’ reach, speed,
and understanding of our vulnerabilities currently
outmatch our defenses, which is why [...] our future
depends on it

— Melissa Hathaway, former cyber advisor to
presidents George W. Bush and Barack H. Obama

“Perfectly captures the asymmetrical nature of cyber-
warfare [and] will help level the playing field and put the
adversary on their heels.”

— Jim Carnes, former Chief of Security Testing
Center at the Department of Defense
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Because learning changes everything.’

Engineering Trustworthy Systems

“Reflects decades of experience in designing and
building secure computer systems.”

— Steven B. Lipner, Member of the
National Cybersecurity Hall of Fame

“Brings together [...] for the first time [...] the myriad
cybersecurity perspectives, the types and impact of
failure, and the latest thinking in mitigation strategy.”

— Tom Longstaff, Chair, Computer Science,
Cybersecurity, and Information Systems
Engineering Programs, The Johns Hopkins
University Engineering for Professionals

“Cybersecurity practitioners, designers, and researchers
will all find that the lessons in this book add inestimable,
tangible value to their missions; the depth and breadth
of this book is truly impressive.”

— Roy Maxion, PhD, Research Professor, Computer
Science Department, Carnegie Mellon University

“Goes straight to the heart of very real operational
problems that undermine current defensive capabilities
and strategies [and] encourages the reader to think
more carefully about the kinds of strategic design and
planning that is so often lacking in building sustainable,
evolvable, and comprehensive cyber protections.”

— Kymie Tan, Systems Engineer,

Jet Propulsion Laboratory, NASA

“A comprehensive and straightforward approach that
draws on examples from other fields such as biology
and astronomy to enhance clarity and purpose.”

— Teri Shors, Department of Biology, University of
Wisconsin Oshkosh; author of Understanding Viruses

“Provides a refreshing look at cybersecurity by
acknowledging the need for systems engineering.”

— Joe Weiss, PE, CISM, CRISC, ISA Fellow, IEEE Senior Member,
Managing Director ISA99 (Industrial Automation
and Control Systems Security)
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